Tribal Data Sovereignty
Tribes have the right to data sovereignty. This includes being in control of how Tribal data
is collected, owned, and used. The principles outlined below provide a starting point for
understanding Tribal (or Indigenous) data sovereignty. Some of these principles apply to data on
American Indian and Alaska Native people off Tribal lands.

1. Tribes Are Sovereign Nations.
As sovereign nations, Tribes have the power to govern their people, land, and resources without interference
from other jurisdictions.1,2 Federally recognized Tribes have a government-to-government relationship with the
U.S. government, and state recognized Tribes have a government-to-government relationship with the states in
which they are recognized.

Recommended resources:
This guide provides an overview of the principles of Tribal sovereignty.

2. Tribes Are Public Health Authorities.
Public health authority is the power a sovereign government has to protect the health, safety, and welfare of its
citizens.3 As sovereign nations, Tribes have the power to define how they will use this authority to protect and
promote the health of their communities.4 While Tribes do not need the recognition of the U.S. government to
use their public health authority,3 the federal government recognizes Tribes as public health authorities under
federal law (e.g., the Health Insurance Portability and Accountability Act or HIPAA).5 This authority gives Tribes
and some Native-serving organizations, including Tribal Epidemiology Centers, the ability to obtain certain types
of protected health information from federal, state, county, and other HIPAA covered entities for public
health purposes.6

Recommended resources:
This handout provides an overview of public health authority status.

3. Tribal Data Sovereignty Is A Right.
Tribal data sovereignty is the inherent right Tribes have to control the collection, ownership, and use of their
own data.7 Data are an important tool used by sovereign nations to inform policies and decision-making. Data
are also key to building Tribal health systems that protect and promote health for current and
future generations. 7,8

4. Data Sharing Should Support Tribal Data Sovereignty.
Legitimate data sharing agreements and protocols support Tribal data sovereignty. They support Tribes and
Native-serving entities in:

Obtaining data held by federal, state, county, and other data holders

Tribes and Native-serving organizations should be able to obtain data from local, state, and federal governments
and other data holders through data agreements that uphold Tribal sovereignty and Tribal public health authority.
Data sharing can help Tribes and Native-serving organizations obtain data to inform health policies and
decision-making.

Controlling data shared with external entities

Tribes, urban Indian communities, and Native-serving organizations have the authority to decide when it is
appropriate to share their data. When deemed appropriate, Tribes and Native-serving organizations have the
authority to share data through data agreements. External entities requesting data must recognize Tribal law,
code, and policies related to research, data collection, and data sharing. They must also participate in Tribal
research review and data governance boards when attempting to conduct research on Tribal lands or with
Tribal citizens.7

Recommended resources:
1. This policy brief defines Indigenous data sovereignty and provides recommendations for Tribes, Native-serving
organizations, non-Tribal governments, and other partners.
2. This white paper describes principles of data sharing with American Indian and Alaska Native communities.
While focused on research, some principles can inform data sharing when done for public health purposes.

Need Help?
These data supports can help you understand what data are available for you, how to navigate the data sharing
process, and support you in learning about your Tribal data sovereignty and public health authority status.
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Got questions? Contact us at ideanw@npaihb.org
or visit NativeDATA.npaihb.org.
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